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Letter of Attestation

Zonix Labs, Inc. Delaware, United States · contact@ambitsec.io

2 October 2026

Attestation of Penetration Testing

Client: Northwind Freight, Inc. Engagement reference: ZL-2026-0811-NWF

This letter confirms that Zonix Labs, Inc. was engaged by Northwind Freight, Inc. to perform an independent

penetration test of the systems described below.

Testing performed

Assessment type Web application and API penetration test (grey box)

Testing start date 11 August 2026

Testing end date 14 August 2026

Report issued 18 August 2026

Remediation retest completed 1 October 2026

Scope

The following systems were in scope. No systems outside this list were tested.

ASSET IDENTIFIER

Shipper portal https://app.northwind.example

Public API https://api.northwind.example

Partner webhook receiver https://hooks.northwind.example

User roles exercised: Administrator, Dispatcher and Viewer, across two separate tenants.

Methodology

Testing was conducted in accordance with the OWASP Web Security Testing Guide (WSTG), an industry-

accepted penetration testing methodology. Findings were rated using CVSS v3.1.

Testing covered, at minimum: injection; broken access control and authorisation, including cross-tenant access

and insecure direct object references; authentication and session management; business logic; and security

misconfiguration.
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Testing personnel

ROLE CREDENTIALS

Lead Penetration Tester Offensive Security Certified Professional (OSCP)

Zonix Labs, Inc. is organisationally independent of Northwind Freight, Inc. and was not involved in the

development or operation of the systems tested.

Summary of outcome

Testing identified eight findings: one critical, three high, two medium and two low. All findings were reported to

Northwind Freight, Inc. with reproduction steps and remediation guidance.

Following remediation and a retest completed on 1 October 2026, no critical or high-severity findings

remain outstanding. Two low-severity findings have been formally accepted as risk by Northwind Freight, Inc.

Detailed findings are contained in the full technical report issued to Northwind Freight, Inc. and are deliberately

not reproduced here.

Limitations

This assessment reflects the security posture of the systems in scope during the testing window stated. It is a

point-in-time, time-boxed assessment and does not constitute a guarantee that all vulnerabilities have been

identified, nor that the systems are secure against all threats.

Signed,

Lead Penetration Tester, OSCP

Zonix Labs, Inc.

Offensive Security Certified Professional (OSCP)

Signed electronically through Ambit on 2 October 2026 at 16:40 UTC, document reference 7KQM-4XPA-9RDV-HN2T, version 1.1. Anyone

holding a copy can check it at https://ambitsec.io/verify by entering the reference and version or dropping the PDF in: the SHA-256

recorded with the signature must match.
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